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Answer all the questions. Each question carry one mark.

1.What is the default port number of DNS?
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10. 2.Maximum number of primary partitions, supported by MBR, is

Mark only one oval.

4
8

16
32

11.  3.Which type of IP address must a system have to be visible from the Internet?

Mark only one oval.

Registered
Binary
Class B

Subnetted

12. 4.Which file system provides you quota and security?

Mark only one oval.

NTFS
FST
FAT
FAT32
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13. 5.Port Address Translation is also termed what?

Mark only one oval.

NAT Fast
NAT Static
NAT Overload

Overloading Static

14. 6.Which type of IP address does the DHCP Server provide?

Mark only one oval.

Static
Dynamic
APIPA

None of the above

15. 7.All the updates and modifications to the schema in a forest is controlled by

Mark only one oval.
Domain Controller
Global Catalog Server

Infrastructure Master

None of the above
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16. 8.Whatis the maximum number of ports supported by a Hyper-V virtual switch?

Mark only one oval.

8
256
4096

Unlimited

17.  9.f you want to stop an application from running in Task Manager. Which tab would
you use to stop an application from running?

Mark only one oval.

Performance
Users
Options

Details

18. 10.How do you create a group by using Active Directory Users and Computers
snap-in?

Mark only one oval.

You can create a group by typing MSCONFIG in the Run box
Right click the OU in which you want to create a group, select New, and choose Group
This can only be done in the Registry Editor

Left click the OU in which you want to create a group, select New, and choose Group
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19. 11.What is the function of LDAP?

Mark only one oval.

Authentication
Contact active directory database
Accounting

None of the above

20. 12.Which of the following statements best describes the role of the security
principal in file system permission assignments?

Mark only one oval.
The security principal in file system permission assignments is the only person who

can access a file that has no permissions assigned to it

DHCPThe security principal in file system permission assignments is the person
assigning the permissions

The security principal in file system permission assignments is the person responsible
for creating permission policies

The security principal in file system permission assignments is the person to whom
the permissions are assigned

21. 13.Disk Quota is applied to

Mark only one oval.

NAS
Server storage
Client storage

None of the above
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22. 14Which of the following tools cannot enable and disable the Network Discovery
firewall rules?

Mark only one oval.

File Explorer
Network and Sharing Center
Allowed Apps dialog box

Action Center

23. 15.Which of the following types of computers contain a copy of the Global
Catalog?

Mark only one oval.

All the Windows Server 2008/2012 domain controllers
All the Active Directory domain controllers
Specified Active Directory domain controllers

Active Directory workstations

24. 16.DNS database contains
Mark only one oval.

Name server records
Host name aliases
Host name to address records

All of the above
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25. 17.DHCP server offers IP address to the DHCP client using the port number
Mark only one oval.

TCP 67
TCP 68
UDP 67
UDP 68

26. 18.Which of the following statements are true of striped volumes?

Mark only one oval.

Striped volumes provide enhanced performance over simple volumes
Striped volumes provide greater fault tolerance than simple volumes
You can extend striped volumes after creation

None of the above

27. 19.You need to ensure that you can recover your Windows Server 2012 R2
configuration and data if the computer’s hard disk fails. What should you do?

Mark only one oval.

Create a complete PC Backup
Create a backup of all file categories
Perform an automated system recovery (ASR) backup

Create a system restore point
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28. 20.Windows Server 2008/2012 requires the use of which set of the followings in
order to support Active Directory?

Mark only one oval.

DNS and DHCP
DNS and TCP/IP
NetBEUI and IP
IPX/SPX and DHCP

29. 21.Microsoft Windows Server 2012 R2 uses the following boot loader file for
booting purpose.

Mark only one oval.

BOOTMGR
10.SYS
GRUB

None of the above

30. 22.Which of the following NIC teaming modes provides fault tolerance and
bandwidth aggregation?

Mark only one oval.

Hyper-V live migration
Switch Independent Mode
Switch Dependent Mode

Link Aggregation Control Protocol
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31.  23.Which of the following techniques can be used to apply GPO settings to a
specific group of users in an OU?

Mark only one oval.

GPO linking
Administrative templates
Security filtering

Starter GPOs

32. 24.Private IP address of Class A network ranges from

Mark only one oval.

10.0.0.1/8 - 10.255.255.254/8

10.32.0.1/8 - 10.255.255.254/8

10.31.0.1/8 - 10.254.254.254/8

None of the above

33. 25.Which of the following is not a hidden share on a Windows Server 2012
installation?

Mark only one oval.

Printer$S
Print$
SYSVOL
IPCS
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34. 26.What is the location to store Active directory files?

Mark only one oval.

C:\windows\NTDS.DIT
C:\NTDS
C:\Windows\system32

None of the above

35. 27.For disk mirroring, we require at least
Mark only one oval.

4 HDDs
2 HDDs
8 HDDs

16 HDDs

36. 28.Which of the following subnet mask values would you use when configuring a
TCP/IP client with an IPv4 address on the 172.16.32.0/12 network?

Mark only one oval.

255.224.0.0
255.240.0.0
255.255.224.0
255.255.240.0

https://docs.google.com/forms/d/1FCOpDxjzXghjo48qTqa05WimILbY6Tc3xWVBbC54r2s/edit 13/28


https://www.google.com/url?q=http://172.16.32.0/19&sa=D&source=editors&ust=1628773398488000&usg=AFQjCNFs8yU92sta1zeigQF-bRdczBbODA

8/12/2021 Online Examinations (Even Sem/Part-I/Part-Il Examinations 2020 - 2021)

37. 29.Active Directory Recycle Bin provides the following feature

Mark only one oval.

Restore the password
Restore the DNS configuration
Restore the deleted objects in the ADDS

None of the above

38. 30.Which Internet protocol is used to map a known IP address to an unknown MAC

address?
Mark only one oval.

UbP
ICMP
ARP
RARP

39. 31.T7GT AND TGS is related to

Mark only one oval.

Kerberos policy
Disk defragment
Dynamic volume

Security principal
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40. 32.Which of the following command is manually used by the client for DNS name
registration purpose?

Mark only one oval.

IPCONFIG/RENEWDNS
DNSREGISTER
DNSRENEW
IPCONFIG/REGISTERDNS

41. 33.How many dynamically assigned MAC addresses can a Hyper-V server provide
by default?

Mark only one oval.

8
256
496

Unlimited

42. 34.The number of features that focus on heightened security with limited
functionalities of the users. Which of the following are features of RODC?

Mark only one oval.

Filtered Attribute Sets
Read-only DNS
Unidirectional Replication

All of the above
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43. 35.How many group scopes are there in Active Directory?

Mark only one oval.

11

44. 36.Which of the following commands is used to create an active directory user?
Mark only one oval.

NSLOOKUP
NETDOM
DSADD
DSMOD

45. 37.Addition or removal of domains in the forest is controlled by the

Mark only one oval.

Domain Naming Master
PDC Emulator
Global Catalog Server

Schema Master
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46. 38.Which of the following terms best describes the software interface through
which a computer communicates with a print device?

Mark only one oval.

Printer
Print Server
Printer driver

Print Management console

47. 39.You need to create a new user account using the command prompt. Which
command would you use?

Mark only one oval.

DSMODIFY
DSCREATE
DSNEW
DSADD

48. 40.A root server is a server whose zone consists of the
Mark only one oval.

Subdomains
Zone Files
Whole Tree

DNS Servers
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49. 41.Which command is used to take active directory backup in windows 2012
Server?

Mark only one oval.

DCPROMO
DSMODE
WBADMIN
DSMOVE

50. 42.Which one of the following is responsible for verification of authentication and
authorization in domain?

Mark only one oval.

Global Catalog Server
Kerberos
Infrastructure Master

PDC Emulator

51. 43.Which of the following volume types supported by Windows Server 2012 R2
provide fault tolerance?

Mark only one oval.

Striped
Spanned
Mirrored

All of the above
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52. 44 Which of the following mechanisms is used most often in firewall rules to allow
traffic onto the network?

Mark only one oval.

Hardware addresses
IP addresses
Protocol numbers

Port numbers

53. 45What is a set of Active Directory, domains that share a contiguous namespace,
called

Mark only one oval.

Forest
Domain hierarchy
Tree

DNS zone

54. 46.IP assigned for client by DHCP server is

Mark only one oval.

For a limited period
Not time dependent
For a unlimited period

None of the above
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55.  47Which of the following stores NETLOGON service?
Mark only one oval.

DNS zone
NTDS.DIT
SYSvOL

Both (b) & (c)

56. 48.Which of the following command-line tools are used to join a computer to a
domain?

Mark only one oval.

Net.exe
Netsh.exe
Netdom.exe

IPCONFIG.EXE

57. 49.The process of assigning permissions to set Group Policy for objects within an
OU is known as:

Mark only one oval.

Promotion
Inheritance
Delegation

Filtering
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58. 50.LDAP uses
Mark only one oval.

IP network
UDP connection
ARP connection

TCP connection

59. 51.Which portis used in TFTP?
Mark only one oval.

389
110
53

None of the above

60. 52.Default lease period of IP address for DHCP client in Windows Server 2012
Datacenter Edition is

Mark only one oval.

2 days
4 days
6 days

None of the above
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61. 53.Which of the following is not a correct reason for creating an OU?
Mark only one oval.

To create a permanent container that cannot be moved or renamed
To duplicate the divisions in your organization
To delegate administration tasks

To assign different Group Policy settings to a specific group of users or computers

62. 54.The range of Static port numbers is
Mark only one oval.

0to 1024
0to 1023
0to 1022

None of the above

63. 55,Secure Socket Layer (SSL) Protocol provides

Mark only one oval.

Message integrity
Confidentiality
Compression

All of the above

https://docs.google.com/forms/d/1FCOpDxjzXghjo48qTqa05WimILbY6Tc3xWVBbC54r2s/edit 22/28



8/12/2021 Online Examinations (Even Sem/Part-I/Part-Il Examinations 2020 - 2021)

64. 56.Which of the following command is used to install active directory?
Mark only one oval.

DSA.MSC
DCPROMO
NET SHARE
DS QUERY

65. 57Which of the following command is manually used by the client for renewal of IP
address from the DHCP Server?

Mark only one oval.

IPCONFIG/RENEW
IPCONFIG/RELEASE
IPCONFIG/ALL
Both (a) & (b)

66. 58.Which of the following is the primary method for transmitting IPvé traffic over
an |IPv4 network?

Mark only one oval.

Subnetting
Tunneling
Supernetting

Contracting
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67. 59.Which type of RAID technology uses parity for data protection?

Mark only one oval.

RAID 1
RAID 2
RAID 3

RAID 5

68. 60.Typically, which can receive application data from any application layer protocol,
but the protocol is normally HTTP?

Mark only one oval.

NIC
TLS
Both (1) & (2)

None of the above

69. 61.Which of the following name servers is not storing any type of zone database?

Mark only one oval.
Primary server
Secondary Server

Caching-only server

None of the above
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70.  62.Which of the following protocols does not support IPv6?

Mark only one oval.

DNS
DHCP
MADCAP

None of the above

71.  63.Which of the following Microsoft operating systems includes a license that
enables you to license an unlimited number of virtual instances?

Mark only one oval.

Hyper-V Server
Windows Server 2012 R2 Datacenter
Windows Server 2012 R2 Standard

Windows Server 2012 R2 Foundation

72. 64.You want to publish a printer to Active Directory. Where would you click in order
to accomplish this task?

Mark only one oval.

The Sharing tab
The Advanced tab
The Device Settings tab

The Printing Preferences button
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73.  65.Which of the following operations is not supported by the Active Directory
Installation wizard?

Mark only one oval.

Promoting a server to domain controller
Demoting a domain controller to a server
Moving servers between domains

Starting the DNS installation Wizard

74. 66.Which logical port is used in Active directory?

Mark only one oval.

56
53
3268
67

75. 67.Which one of the following is not a server-role of Windows Server 2012
Datacenter?

Mark only one oval.

ADLDS
RODC
ADFS
ADCS
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76. 68.Which of the following terms describes the process of granting users access to
file server shares by reading their permissions?

Mark only one oval.

Authentication
Authorization
Enumeration

Assignment

77. 69.Connection security rules require that network traffic allowed through the
firewall use which of the following security mechanisms?

Mark only one oval.

EFS
IPsec
UAC

Kerberos

78. 70.Which of the following items does not depend on the DNS namespace?
Mark only one oval.

OUs
Domains
Domain trees

Forests
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