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Group-A
(Multiple Choice Type Question) 1x15=15
1. Choose the correct alternative from the following :

(i) Discuss the M2M stand for in the context of 1oT.

a) Machine-to-Module b) Machine-to-Machine
. c) Module-to-Module d) Mobile-to-Machine
(i) Discuss the a key difference between M2M and loT.
d B b = . .
) loT does not require the internet, whereas o) 204 Is p.rlm'arlly dE-VlCE-tO-dEVICE
M2M does commuplcanon, while 10T integrates cloud
computing
c) loT is a subset of M2M d) M2M relies on Al, while IoT does not
(iii) Describe of the following best defines the Internet of Things (loT).
a) A system that connects only computers b) A network of physical objects embedded
over a network with sensors, software, and connectivity
c) A new programming language for d) . ; ;
automation A type of machine-learning algorithm
(iv) Indicate the primary role of the M2M value chain.
a) Connecting only mobile devices to the b) Ensuring smooth data exchange between
internet machines with minimal human intervention
i ing experience in online d . . .
c) Enhancing gaming expe : ) Increasing social media engagement

applications
(v) Act the efficiency in loT refers to.
a) Maximizing data transmission while
minimizing resource consumption devices
e} Ustippltinte setvpri fereges 6} Reducing the number of connected devices

simultaneously
{(vi) Chart the following is NOT an loT enabling technology.

b) Blockchain
d) Photoshop

b) Increasing the power consumption of loT

a) Cloud Computing
c) Bluetooth
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bl 'R " p) The hardware components e sang,..

a) The digital services used in cloud - ctuators, and controllers
computing
c) The social platforms supporting loT d} The websites where 0T data i5 Siored
communication
velopment.
(viii) Define the following is a common tool used in loT deveiop )
a) Arduino 3} gigyor
¢) Photoshop ?
security.

(ix) Discuss the challenges of implementing loT

a) Limited device resources, scalability, and b) High-speed internet access, global adoptioy

privacy issues capacity, incre
' Large storage capacity, increased
; ods, low power d) -
c) i;r:zlﬁner:g‘phon meth P Jutomation _
P ompared to traditional IT security.

(x) Explain why loT security is challenging c

a) loT devices have resource constraints and b) (oT devices have stronger built-in security

limited security -
c) loT security focuses only on software d) loT SYSN?T“S quire security
protection protocois

loT authentication method.
b) Increasing network bandwidth
d) Reducing data access restrictions
based messaging applications.
b) Better at handling large requests
d) None Of These

(xi) Define the following is a common

a) Passwords and biometrics
c) Disabling encryption
(xii) Discuss why WebSockets are preferred for loT-
a) Low latency and persistent connection
c) Lower Better
(xiii) Define the following is NOT a valid HTTP request method.
a) SEND b) CONNECT
c) CONNECTING d) Nane Of These
(xiv) Ask the HTTP header is used to specify the type of content being sent.

a) Content-Type b) Authorization

c) Bootcamp Next d) None Of These
(xv) Discuss how WebSockets reduce overhead compared to HTTP polling.
a) Removes need for frequent requests b) Adds additional headers
c) Bootcamp Next d) None Of These
Group-B
(Short Answer Type Questions) 3% 5215
2. Explain the importance of loT in modern technology. (3)
3. Explain how cloud computing supports loT applications. (2)
4. Define M2M communication. (2)
5. Discuss the main challenges in [oT security. (3)
6. Explain the steps involved in an HTTP request-response cycle. (3)
OR
Explain how WebSockets work and their advantages over HTTP. (3)
Group-C
(Long Answer Type Questions) 5y 6=30
7. Illustrate the components of an HTTP request. ()
8. lllustrate the components of the M2M value chain and explaj
plain th ;
providers in M2M communication. e role of network (5)
9. Analyze the key privacy issues associated with IoT devices.
10. Locate the Physical Design of loT. Describe its main components (5;
. (5
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(5)
. : earable computing, E
11. EX@ lyse the best security practices for w o
a .
e m inSm s. Smart Grids.
1 re security measures in Smart Homes v i
compa
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