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Group-A

(Multiple Choice Type Question) 1x10=10
1. Choose the correct alternative from the following :

(i) Select the centralized feature of Active Directory.

a) Remote access b) Local user management
c) Hierarchical database d) Email routing
(ii) Choose the type of controller ideal for unsecure branch locations.
a) RODC b) Primary DC
c) Member Server d) Global Catalog
(iii) Select the authentication protocol targeted during LLMNR attacks.
a) RADIUS b) SAML
c) NTLM d) OAuth

(iv) Choose the Group Policy setting path to disable LLMNR.

a) User Config > Admin Templates > Network b) Computer Config > Admin Templates > DNS

Client
c) Security Options > Accounts : d) Firewall Rules > TCP
(v) Select the vulnerability allowing NTLM relay to DC.
a) Krack S b) SMBGhost
c) PetitPotam d) BlueKeep
(vi) Identify a tool used to abuse CVE-2020-1472.
a) impacket/zerologon b) hydra
c) mimikatz kerberos::golden d) responder.py
(vii) Identify the reason attackers use BloodHound.
a) List installed programs b) View AD trust paths
c) Analyze antivirus logs d) Block RDP
(viii) Choose the process often injected with Golden Ticket.
a) svchost.exe b) cmd.exe
c) Isass.exe d) explorer.exe

(ix) Select the purpose of SPN enumeration.
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a) Identify firewall rules b) Scan printers

c) Find Kerberoastable accounts d) View DNS TTL
(x) Identify the final step in a typical post-compromise attack chain.
a) SID enumeration b) Firewall disable
c) Data exfiltration or impact d) GPO analysis
Group-B

(Short Answer Type Questions)

. Write about the significance of Organizational Units (OUs) in managing AD objects.

. Describe the function of a Read-Only Domain Controller (RODC).
. Explain the order of Group Policy processing (LSDOU).
. Explain the concept of Pass-the-Hash (PtH) attacks.
. Write about the purpose of initial reconnaissance in post-compromise stages.
OR
Write about the impact of the DCSync attack.

Group-C
{Long Answer Type Questions)

. Write in detail about the physical and logical components of Active Directory.
. Describe the architecture and functions of Mimikatz as a post-exploitation tool.
. Write about how attackers leverage credential relaying for privilege escalation.
OR
Write the impact of not enabling SMB signing in enterprise networks.
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