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Group-A
 (Mul�ple Choice Type Ques�on) 1 x 15=15

1.     Choose the correct alterna�ve from the following :

(i) Compare the types of controls focused on stopping a security breach from occurring in the
first place are termed ___________________________
a) Containment b) Preven�ve
c) Detec�on d) Recovery

(ii) Es�mate an audit log is an example of what type of control ______________
a) Containment b) Preven�ve
c) Detec�on d) Recovery

(iii) To allocate resources and construc�ng cost-effec�ve controls, organiza�ons, a�er
iden�fying all possible controls and evalua�ng their feasibility and effec�veness, should
perform what form of addi�onal analysis __________________________________
a) Vulnerability analysis b) Cost-benefit analysis
c) Qualita�ve d) Quan�ta�ve

(iv) Define a policy for the physical component of the informa�on technology infrastructure
could work with all of the following except _______________
a) Firewalls b) ID badges
c) Cameras d) Security guards

(v) Define the primary responsibility of the informa�on security steering commi�ee is
_________________________________
a) Direc�on se�ng and performance

monitoring
b) Informa�on security policy development

c) Informa�on security control implementa�on d) Provision of informa�on security training for
employees
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(vi) Classify to ensure that an organiza�on’s password policy is effec�ve, it must provide two
key elements: difficult to guess; and ______________
a) Be encrypted at all �mes b) Contain a number of characters
c) Must be changed periodically d) Controlled by security administra�on

(vii) Define the purpose of change control is to ______________________________
a) Track changes to system hardware, so�ware,

firmware, and documenta�on.
b) Maintain visibility of changes to the system.

c) Ensure that changes to the system are
approved.

d) To track and approve changes to system
hardware, so�ware, firmware, and
documenta�on.

(viii) Ask the four deliverables from a risk assessment process are threats iden�fied, controls
selected, ac�on plan complete, and _______________
a) Risk level established b) Technical issues quan�fied
c) Vulnerability assessment completed d) Risk mi�ga�on established

(ix) Compare a financial es�mate designed to help consumers and enterprise managers assess
direct and indirect costs related to the purchase of any capital investment, such as (but
not limited to) computer so�ware or hardware is termed __________________
a) Return on investment b) Return on security investment
c) Total value of asset compensa�on d) Total cost of ownership

(x) Apply this recent piece of legisla�on requires annual affirma�on of management’s
responsibility for internal controls over financial repor�ng. Management must a�est to
effec�veness based on an evalua�on and the auditor must a�est and report on
management’s evalua�on _________________________________
a) Foreign Corrupt Prac�ces Act b) Sarbanes–Oxley
c) Model Business Corpora�on Act d) Gramm–Leach–Bliley Act

(xi) Define an annual report of the state of informa�on security should be presented to the
informa�on security steering commi�ee. This repor�ng requirement has been established
in the current legisla�on and informa�on security interna�onal standards. This report
should not be confused with a standard feature audit performed by the audit staff nor is it
part of some third-party cer�fica�on process. Who is responsible for presen�ng this
annual report ____________________________
a) CISO b) CTO
c) CEO d) CFO

(xii) Apply any informa�on security program must get its direc�on from execu�ve
management. The requirements of today’s laws and regula�ons have iden�fied either the
organiza�on’s board of directors or what other body as responsible for ins�tu�ng an
effec�ve program?
a) Informa�on security steering commi�ee b) Business opera�ons approval team
c) Crisis management team d) Cyber incident response board

(xiii) Compare the group who is charged with the responsibility to “assess the adequacy of and
compliance with management, opera�ng, and financial controls, as well as the
administra�ve and opera�onal effec�veness of organiza�onal units” is who
___________________
a) Informa�on security b) Audi�ng staff
c) Corporate council d) Government and regulatory affairs

(xiv) In providing risk repor�ng to management, choose the most appropriate vehicle for the
ini�al repor�ng of a major security incident would be to include it in a:
a) Quarterly report b) Special report
c) Monthly report d) Weekly report
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(xv) Classify senior management depends on an effec�ve risk analysis process to make
informed business decisions. This management responsibility is called
_______________________
a) Due diligence b) Due proxy
c) Due date d) DEW line

Group-B
 (Short Answer Type Ques�ons) 3 x 5=15

2. Analyze the risk management process and iden�fy its key components. (3) 
3. Demonstrate the process of asset classifica�on. (3) 
4. Differen�ate between inherent risk and control risk. (3) 
5. How do network components interact with each other to form an IT system? (3) 
6. Analyze the components of an IT asset management system, including asset iden�fica�on,

tracking, and disposal. 
(3) 

OR
 Develop an IT asset management plan for a small business that includes the iden�fica�on,

valua�on, and classifica�on of assets. 
(3) 

Group-C
 (Long Answer Type Ques�ons) 5 x 6=30

7. Illustrate how to perform a physical data gathering for a security risk assessment. (5) 
8. Evaluate the advantages and disadvantages of using a quan�ta�ve risk analysis method versus

a qualita�ve risk analysis method.
(5) 

9. Illustrate the process of iden�fying and assessing risks in IT systems. How does risk tolerance
play a role in the process?

(5) 

10. Explain the level of risk in security risk assessment (5) 
11. Analyze how can Disaster Recovery plans help ensure the con�nuity of cri�cal business

func�ons and processes?
(5) 

12. Analyze the various types of security risks that can affect an organiza�on. (5) 
OR

 Analyze the different components of a risk management plan, and explain how they can be
used to manage and mi�gate risks within an organiza�on.

(5) 

****************************************
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