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Hook, line
and stinker

Travel photos now reveal a

mine

of personal information

to scammers courtesy Al
Mathures Paul reports

fter returning from
Lisbon, Portugal,

identify the location. People
need to think beyond meta-
data and consider what the

you post a few per-
sonal photographs photo itself may be reveal-

on social media. There is ing," says Grobman.
nomention of thecity in To find out what's at play,
the location tag. There is McAfee built an automated
nothing out of the ordinary testing pipeline and ran it
to give away the place where against a dataset of 21,236
the photos were clicked. travel images in the public

Soon, you gel a message, domain, The company
perhaps referencing your also conducted a separate,
bank, mentioning that sus- “more controlled review
picious activity was detected  of 102 additional images to
“while travelling interna- pressure-test our findings".
tionally”. You have always 1t tested two large-scale Al
been careful about keeping vision models that are both
personal details very private.  freely available.
You do what any sensible Gemma3 27B (built by
person would do— clickon Google DeepMind) correct-
the link to confirm that your 1y identified the cityand
card wasn't compromised. country of a travel photo 87

Welcome to the world of per cent of the time. Qwen3
personalised scam messag- VL 30B (developed by Aliba-
es. That stash of holiday pic-  ba’sQwen team) performed
tures has helped scammers, even better, reaching 91 per
who are using artificial intel- cent accuracy.
ligence to analyse images to “Traditionally, phishing
find the minutest of details, has been about casting a
like a signpost that's almost wide net: send the same
invisible or a part message to
of an address on thousands or
shop signage. millions of peo-

McAfee Labs, pleand hope a
the threat re- small percentage
search and intelli- responds. Al
gence division of &You makes it much
the cybersecurity easier to person-

company McAfee, has tried
to make senseof how much
location information resides
within an ordinary travel
photo. The answer may as-
tound you— some Al models
can detect the location 90 per
cent of the time. More im-
portant, this accuracy rateis
achievable with tools that are
free and widely accessible.

“Alisn'tn ily look-
ing for one hidden clue. It's
connecting lots of different
details. That could be the ar-
chitectural style, the vegeta-
tion, the shape of amountain
range or even something on
a restaurant menu. None of
those clues is especially re-
vealing on its own but when
Al connects all of them, it
can be enough to identify
where a photo was taken,”
Steve Grobman, chief tech-
nology officer, McAfee, tells
The Telegraph.

Turning off location
tagging or removing meta-
data before sharing a photo
remains a good privacy prac-
tice. But Al can now analyse
the image itself.

“An ordinary street scene
in Mumbai or a beach photo
from Goa can contain clues
that Al can piece together to
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alise those attacks. Instead
of a generic phishing email,
you might get a message that
appears to come from your
hotel saying that there’s an
issue with your reservation
or asking you to verify a pay-
ment,” says Grobman.

With geo-location infer-
ence this accurate, scam-
mers do not need to casta
wide net. They can simply
use publicly shared photos
to build a believable context
around an attack, such
as “we detected unusual
account activity while you
were travellingin A", “your
card was flagged for a trans-
action in B— please verify
immediately”, or “‘your
reservation in C requires re-
confirmation — click here to
secure your booking.”

Says Grobman, “The
biggest thing to watch for is
urgency. If a message tells
you there's a problem with
your booking, asks you to
make a payment or pushes
you to click a link right away,
slow down and verify it. Go
directly to the hotel, airline
or travel company’s official
app or website rather than
using the link or phone num-
ber in the message.”



